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1 Overview 

1.1 Purpose 

The purpose of the CTIA IoT Cybersecurity Certification Program (“Program”) is to evaluate the 
cybersecurity components of an Internet of Things (IoT) device per the tests defined in the CTIA 
Cybersecurity Certification Test Plan for IoT Devices (“Test Plan”). 
 

1.2 Document Scope 

This Program Management Document (PMD) defines the requirements and processes of the 
Program. For device OEMs, this document describes the requirements for obtaining and 
maintaining CTIA Certification and the process to apply for certification. For test laboratories, this 
document describes the procedures to evaluate OEMs’ devices. 
 
While CTIA IoT Cybersecurity Certification covers a wide range of requirements, operators may 
require compliance with additional specifications and tests to satisfy their unique security 
requirements. It is highly recommended to understand the target operator’s security requirements 
prior to seeking certification. 
 

1.3 Definitions 

CATL: CTIA Authorized Test Lab 
 
ECO: Engineering Change Order.  An ECO request is a request to certify a hardware or software 
update of a previously submitted device. 
 
IoT: Internet of Things 
 
OEM: Original Equipment Manufacturer  
 
PoC: Point of Contact 
 
PMD: Program Management Document 
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2 Roles and Responsibilities 

This section describes the roles and responsibilities of the parties involved with the Program and 
mentioned throughout this document. 

 
2.1 CTIA 

As owner of the CTIA Certification Program, CTIA defines the requirements for CTIA Certification, 
administers the overall program and awards CTIA Certification to the OEM. 
 

2.2 CTIA Authorized Test Laboratories (CATLs) 

CATLs shall evaluate devices using criteria set forth in the Test Plan and procedures described 
in Section 3 of this document.  CATLs shall at all times maintain compliance with the Policies and 
Procedures for CTIA Authorized Testing Laboratories document found at 
https://www.ctia.org/about-ctia/certification-resources. 
 
Each CATL shall appoint a Primary Point of Contact (PoC) to interface with CTIA. The PoC is 
responsible for approving who within their company shall be given access to the certification 
database and for informing CTIA when individual user access should be disabled (for example, 
when a user leaves the company). 

  
2.3 IoT Device OEM 

OEMs submitting devices for certification testing shall follow the procedures described in Section 
3 of this document.  Testing may be conducted at any of the available CATLs per the OEM’s 
choice. 
 
Each OEM shall appoint a Primary Point of Contact (PoC) to interface with CTIA.  The PoC is 
responsible for approving who within their company shall be given access to the certification 
database and for informing CTIA when individual user access should be disabled (for example, 
when a user leaves the company). 
 

3 Program Procedures 

3.1 Test Facilities 

Multiple laboratories are authorized to perform certification testing for the CTIA Certification 
Program.  Labs are authorized per CTIA Certification Test Plan. 
 
A current listing of CATLs can be found within the CTIA certification database and on the CTIA 
web site at https://www.ctia.org/about-ctia/certification-resources. 
 
OEMs may utilize CATLs for pre-certification testing as per Section 3.2 of this document. 
 

https://www.ctia.org/about-ctia/certification-resources
https://www.ctia.org/about-ctia/certification-resources
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3.2 Use of the CTIA Cybersecurity Certification Test Plan for IoT Devices 

As noted in the copyright statement of the Test Plan, only CATLs are authorized to use the Test 
Plan for commercial testing purposes.  No other test labs are authorized to use the Test Plan.  
The Test Plan may not be altered or reproduced in any way without prior permission from CTIA.  
No portions of the Test Plan may be used in other documents without prior permission from CTIA.  
The Test Plan is patent pending.  

CATLs shall refer to the Policies and Procedures for CTIA Authorized Testing Laboratories 
document per Section 2.2 and the CATL License and Service Agreement for the terms and 
conditions under which the Test Plan may be used. 

The Test Plan must be run in its entirety.   

3.3 OEM Submission 

OEMs shall submit certification requests via CTIA’s certification database at https://ctiacert.org/.  
User login accounts may be requested by selecting “I need a user name and password” on the 
login page. 
 
The OEM shall select Cybersecurity Certification Program, Submit New Certification Request.  
Then select the appropriate request type: 
 

• Initial Certification Request 
• ECO Certification Request 

 
The OEM shall enter the requested information about the device and select a CATL.  
 
The OEM shall select the main PoC and billing PoC for the request.  
 
The OEM shall select the operators allowed to view the certification record on the CTIA certification 
database once it is certified. 
 
The OEM shall upload a Product Description, such as a product brochure or user manual, and 
may upload any optional supporting documentation to assist with the evaluation of the device. 

 
The OEM shall read and agree to the certification license agreement terms and conditions. 
 
The OEM shall submit the OEM Questionnaire (see APPENDIX A: OEM Questionnaire) to the 
CATL. 
 
After the request is submitted and accepted by CATL for testing, the certification database will 
generate an invoice for the CTIA certification fee (see APPENDIX B: Certification Fees) which 
will be available in the Payment Info tab. 
 
The CATL will receive an email notification of the certification request.  The CATL will log into the 
certification database to review and accept/reject the request.  The database will send an email 
notification to the submitter once the CATL has accepted/rejected the request.  If the request is 
rejected, the submitter may re-assign the request to another CATL. 
 
Once the request has been accepted by the CATL, the OEM may no longer make changes to the 
request.  The OEM shall contact the CATL or CTIA if any changes need to be made to the data 
entered.  

https://ctiacert.org/
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The OEM shall then send a minimum of three (3) units for testing directly to the CATL per the 
CATL’s instructions.   
 

3.4 Device Evaluation 

The CATL shall test the devices according to the current version of the Test Plan at the time of 
submission. Results shall be recorded in the test report template provided by CTIA (see 
APPENDIX C: Test Report Template). 
 
Upon completion of the evaluation, the CATL shall log into CTIA’s certification database and: 
 

 Enter the requested information about the testing 

 Upload the completed test report template, along with a summary test report (PDF file) 
that complies with ISO/IEC 17025 requirements 

 Confirm if the devices has a 5G/NR interface  

 Confirm if the device has an LTE interface 

 Confirm if the device has a Wi-Fi interface 

The test results and the information submitted by the OEM during the submission process will 
be maintained in confidence by CTIA and the CATL.  

3.5 Certification 

Upon completion of the following items, the device will be certified: 
 

 Product Description uploaded by the OEM 

 Acceptance of the certification license agreement terms and conditions 

 Completed test report template and summary test report uploaded by the CATL 

 Certification of the parent product, in the case of ECO Certification Requests 

 Payment of the CTIA certification fee 

The certification will apply to the specific HW/ SW version of the device evaluated by the CATL.  
Certification of additional HW/SW versions may be accomplished as per Section 3.6 of this 
document. 
 

3.6 Certification of HW/SW Updates to a Model 

Should the OEM wish to certify a different HW/SW version of a model an ECO certification request 
shall be submitted (by logging into the CTIA certification database, selecting Submit New 
Certification Request and choosing ECO Certification Request). 
 
OEM and CATL determine the scope of testing. The CATL shall test the device according to the 
current version of the Test Plan. 
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3.7 Certification of Re-Labeled Devices 

A re-labeled device is defined as a device that is identical to a currently certified device, but has a 
different OEM name and model name/number. 
 
The re-labeling OEM may certify a re-labeled device by entering the device into the CTIA 
certification database as an Initial certification: 
 

 The re-labeled OEM name and model name/number shall be entered 

 The CATL used for the originally certified device shall be chosen 

 The CATL shall upload the test reports of the originally certified device along with two 
additional documents: 

• A Product Equality Letter from the re-labeling OEM.  This letter shall state that 
the re-labeled device is the same as the originally certified device (referenced 
by OEM name and model name/number as it appears in the certification 
database) and that no changes have been made other than the OEM name 
and model name/number. The letter shall be signed and dated. 

• An Authorization of Use Letter from the OEM of the originally certified device. 
This letter shall state that the OEM of the originally certified device allows the 
CATL to use the test reports from this device for certification of the relabeled 
device.  The letter shall be signed and dated. 
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APPENDIX A: OEM Questionnaire 

 

Version 1.1 OEM 
Questionnaire for CT          The embedded document can be found in the Attachments Section in this PDF file. 
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APPENDIX B: Certification Fees  

 
The fee for CTIA Cybersecurity Certification is: 
 

Request Type Fee (U.S. $) 
Level 1 Initial Request 500 
Level 2 Initial Request 750 
Level 3 Initial Request 1,000 
ECO Request 500 

 
Certification testing fees are separate from these fees and are determined independently by each 
CATL. 
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APPENDIX C: Test Report Template  

 Test Report Template is available on CTIA Certification Working Group site, cpwg.ctia.org.   
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APPENDIX D: Change History 

 
Revision Date Description of Changes 
1.0 October 2018 • Initial release  
1.1 May 2019 • Updated Appendix A, OEM Questionnaire from Version 

1.0 to 1.1. 
1.2 April 2020 • Changed the term Vendor to OEM  

• Added additional text regarding operators requirements in 
Section 1.2 

• Removed Appendix C: Test Report Template  
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[bookmark: _Toc7960795]IoT Cybersecurity Testing Level Readiness Survey

Level 1 IoT Cybersecurity Certification Testing consideration questions

· Question 1 – Does your device have a Terms of Service and a Privacy Policy?  You need to state online how long you plan to support your IoT device.  This doesn’t mean that you can’t extend that support period after the product is launched through a ToS update.

· Question 2 – Passwords – Do each of your devices have unique passwords, whether they are accessed by the user or the cloud service provider? The IoT device is connecting via LTE and/or Wi-Fi and you’re expecting some remote connectivity, which means there is likely some authentication action happening remotely to your device; is this authentication based on passwords?

· Question 3 – If your device supports more than one role (privilege level), does your device enforce separation between the supported roles (e.g. a user account and an admin account)?  

· Question 4 – Does your company provide software patches and/or software/firmware updates for your device?  Does your device validate the patch or update?

If you’ve answered yes to all the questions above, consider filling out the Questionnaire for Level 1 IoT Cybersecurity Certification Testing.  If you answer no to just 1 of them, discuss this with a CTIA Authorized Test Lab (CATL).

If your device has been built with the following features, please consider filling out the Questionnaire for Level 2 IoT Cybersecurity Certification Testing.
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· Terms of service & privacy policy

· Password management

· Authentication test

· Access controls

· Patch management

· Software upgrades

· Audit log

· Encryption of data in transit

· Multi-factor authentication

· Remote deactivation

· Secure boot

· Threat monitoring

· IoT device identity 

If your device has been built with the following features, please consider filling out the Questionnaire for Level 3 IoT Cybersecurity Certification Testing.





· Terms of service & privacy policy

· Password management

· Authentication test

· Access controls

· Patch management

· Software upgrades

· Audit log

· Encryption of data in transit

· Multi-factor authentication

· Remote deactivation

· Secure boot

· Threat monitoring

· IoT device identity 

· Digital signature validation

· Encryption of data at rest

· Tamper resistance

· Design-in feature

[bookmark: _Toc7960796]Testing Preparation Questions



		A: After the survey above, what level are you certifying to? (1, 2 or 3)



		Choose an item.

		B: Vendor technical contact information

		Name: Click here to enter text.

Email: Click here to enter text.

Cell Phone: Click here to enter text.



		C: Name of Device and Model Number

		Click here to enter text.

		D: Number of devices submitted for testing (minimum 3 units)

		Click here to enter text.

		E: Is there any safety or handling concerns for this test sample (e.g. heat, electric shock risk, etc.)?



Please list all objects that are included with the “device under testing” including all necessary hardware accessories, software, web/cloud/mobile apps and servers.

		Click here to enter text

		F: Please provide the device configuration guide.  

		Click here to enter text.

		G: Does this device have a diagnostic/debug port for DUT? 



		Click here to enter text.

		1. If so, please describe its testing capabilities:

		Click here to enter text.

		2. Please list cellular and (or) Wi-Fi chipset architecture.

		Click here to enter text.

		H: Does this device require a specialized equipment setup for testing purposes (like power supplies, installation locations, other data connections, sensors or interfaces, e.g. OBD2 port in car)?



		Click here to enter text.

		I: Are the DUT’s provided by the vendor activated? 



		Yes  ☐/No  ☐



		J: Is the device locked to any specific geographic location or networks? 



		Yes  ☐/No  ☐



		1. If so please provide instructions how to remove these locks or restrictions for testing

		Click here to enter text.

		K: What LTE frequency bands are supported by the device? (LIST ALL SUPPORTED BANDS)

		Click here to enter text.

		L: Is the required software for the device available in all test locations (e.g., Android and/or IOS apps available only in US, not Europe or Asia)?

		Click here to enter text.

		M: Please provide four (4) software patches and four (4) software upgrades (WITH CHANGE NOTES) in the following configurations:     



		1. Authorized source + Unmodified file



		Click here to enter text.

		2. Authorized source + Modified file



		Click here to enter text.

		3. Unauthorized source + Unmodified file



		Click here to enter text.

		4. Unauthorized source + Modified file



		Click here to enter text.



[bookmark: _Toc7960797]Level 1 Testing Questions



		[bookmark: _Toc516673358][bookmark: _Toc7960798]3.1 Terms of Service and Privacy Policy



		A. Provide the link to the Terms of Service for this device 



Note: The Terms of Service need to include the time period your company is willing to keep supporting this device clearly identified (the end of support for this device).

		Click here to enter text.

		B. Provide the link to the Privacy Policy for this device

		Click here to enter text.

		The Privacy Policy should explicitly state all locations of data storage outside of the device itself.  (e.g. cloud storage dependencies)



		1. Provide the link to any (public or private) cloud storage services this product uses



		Click here to enter text.

		[bookmark: _Toc516673359][bookmark: _Toc7960799]3.2 Password Management



		A. Please list all default login accounts, passwords and each accounts role, for each test sample.



		Click here to enter text.

		B. What is the best way to interface the test sample for multiple login attempts and testing of passwords?



		Click here to enter text.

		C. How does the lab reset the password?



		Click here to enter text.

		D. Multiple password attempts will be made to set the password to an easily guessable password.  Does this device have any automatic device resets or erasing mechanisms if too many password attempts are made during testing?



		Click here to enter text.

		E. How do you reset the device to factory state?

		Click here to enter text.

		[bookmark: _Toc516673362][bookmark: _Toc7960800]3.5 & 3.6 Patch Management and Software Upgrades



		A. Does this device obtain and install patches?  

		Yes  ☐/No  ☐



		A. Does this device obtain and install upgrades?  

		Yes  ☐/No  ☐



		B. How do you install patches and/or upgrades from a local configurable source/file?

  

		Click here to enter text.

		C. Do the patches and/or upgrades need to be installed via a privileged account?



		Click here to enter text.

		D. Does this device validate patches and/or upgrades are from an authentic source?



		Click here to enter text.

		E. Does this device validate patches and/or upgrades are unmodified (e.g. hash, signature, etc.)?



		Click here to enter text.

		F. How do you physically recover a “bricked” device?



		Click here to enter text.

		G. Can you reset a device or flash this device to an earlier version of software?



		Click here to enter text.

		H. Approximately how long should the device take to apply a patch and/or upgrade once it has begun the updating process?



		Click here to enter text.

		I. How do you verify / validate the current patch and/or software level of the device?



		Click here to enter text.

		J. Does this device automatically check for available patches and/or upgrades?  If Yes, describe the full process for checking, downloading and installing patches and/or upgrades automatically.

		Yes  ☐/No  ☐

Click here to enter text.













[bookmark: _Toc7960801]Level 2 Testing Questions



		A. Is your device supported by a proprietary enterprise management system? If yes, please describe.



		Yes  ☐/No  ☐

Click here to enter text.



		B. What enterprise account management systems is your device compatible with?  

		Click here to enter text.



Note: There are no additional questions in Level 2 for test elements 4.1, 4.3, 4.4., 4.5., and 4.6

		[bookmark: _Toc516673366][bookmark: _Toc7960802]4.2 Password Management Test



		What is the inactivity timeout period for the login of this device? 



		Click here to enter text.

		[bookmark: _Toc516673371][bookmark: _Toc7960803]4.7 Audit Log



		A. Is your audit log system compatible with Syslog format?



		Click here to enter text.

		B. What user roles are allowed to delete audit logs?



		Click here to enter text.

		C. What user roles are allowed to view audit logs? 



		Click here to enter text.

		D. Please list an action that would create an audit log entry:

		Emergency : Click here to enter text.

Critical : Click here to enter text.

Alert : Click here to enter text.

Error : Click here to enter text.





		E. Is there a log entry that would clearly indicate the device is now communicating over an encrypted tunnel using TLS or DTLS at the 128-bit AES encryption level?



		Click here to enter text.

		F. Can audit log sizes or date ranges be adjusted on this device?



		Click here to enter text.

		[bookmark: _Toc516673372][bookmark: _Toc7960804]4.8 Encryption of Data in Transit



		A. Does your device support IPsec, SSH, TLS, or DTLS at the 128-bit AES level? 



		Yes  ☐/No  ☐





		B. What actions does a user have to perform to send data over an encrypted end-to-end wireless connection? (i.e., turn on encrypted communications, etc.)



		Click here to enter text.

		C. Do you have an interface to test the encrypted network connection?



		Click here to enter text.

		D. What device actions would you suggest create encrypted traffic between the device and the enterprise management system?  



		Click here to enter text.

		E. If applicable, what device actions would you suggest create encrypted traffic between the device and cloud services?  



		Click here to enter text.

		F. If the device sends/stores data to the cloud/remote location, what cloud service could be logged into to validate that the data was successfully sent to that location via minimum level encrypted communications?



		Should we not rephrase to say:  If the device sends/stores data to the cloud/remote location, what log event is generated to show the cloud/remote location connection was encrypted

		[bookmark: _Toc516673373][bookmark: _Toc7960805]4.9 Multi-Factor Authentication



		A. Please list any multi-factor authentication methods this IoT device is compatible with (e.g., RSA login tokens, etc.)



		Click here to enter text.

		[bookmark: _Toc516673374][bookmark: _Toc7960806]4.10 Remote Deactivation



		A. Please list the methods by which remote deactivation can be performed on this device. 



		Click here to enter text.

		[bookmark: _Toc516673375][bookmark: _Toc7960807]4.11 Secure Boot



		A. Please provide documentation regarding the DUT secure boot configuration.



		Click here to enter text.

		B. Please list the secure boot configuration available options.



		Click here to enter text.

		[bookmark: _Toc516673376][bookmark: _Toc7960808]4.12 Threat Monitoring



		A. Provide capabilities of this device to detect anomalous or malicious activity. 



		Click here to enter text.

		B. Provide actions that will cause the IoT device to detect an anomalous and malicious activity and record that event in the audit log as such an event. 



		Click here to enter text.

		NOTE:  These actions might include brute force password attempts, elevation of privileges, creation of new accounts, removal of accounts, system updates, CPU activity spikes, event log activity spikes, change of clock time setting, loss of communication, loss of GPS signal, network ports opened, network ports closed peripheral connection, and so on.



		[bookmark: _Toc516673377][bookmark: _Toc7960809]4.13 IoT Device Identity



		A. Does this device have a globally unique ID?  



		Yes  ☐/No  ☐





		B. Please describe how this device shares it’s globally unique ID via the audit log function. 



		Click here to enter text.

		C. Please list globally unique IDs for test samples.



		Click here to enter text.





[bookmark: _Toc7960810]Level 3 Testing Questions



		Note: There are no additional questions in Level 3 for test elements 5.1, 5.3, 5.4., 5.7, 5.8, 5.9, 5.10., 5.11, 5.13



		[bookmark: _Toc516673380][bookmark: _Toc7960811]5.2 Password Management Test- No Questions 



		A. What is the rate limiting or blocking mechanism / time period for sample device?



		Click here to enter text.

		[bookmark: _Toc516673383][bookmark: _Toc7960812]5.5 Patch Management and 5.6 Software Upgrades



		A. Are patches and/or upgrades for this device signed?



		Yes  ☐/No  ☐





		B. Does the modified patch and/ upgrade you have provided have an invalid signature? If not, please provide a patch with an invalid signature.



		Yes  ☐/No  ☐







		[bookmark: _Toc516673390][bookmark: _Toc7960813]5.12 Threat Monitoring



		A. Describe an anomalous or malicious event your device can detect on its own (without the EMS) and how the device records it to the audit log.



		Click here to enter text.

		[bookmark: _Toc516673392][bookmark: _Toc7960814]5.14 Digital Signature Generation and Validation



		A. For compatibility purposes, can this device support the generation and validation of RSA or ECDSA certificates in P7S format?



		Click here to enter text.

		B. Please provide a valid signed patch or a valid signed software upgrade with an X.509 certificate that can be used to validate this verification functionality of the IoT device.



		Click here to enter text.

		C. Please provide information about how your device obtain the certificate for its signing public key.



		Click here to enter text.

		D. Please provide a test certificate that has an invalid trust anchor for testing purposes.



		Click here to enter text.

		[bookmark: _Toc516673393][bookmark: _Toc7960815]5.15 Encryption of Data at Rest



		A. Please provide the documentation on data encryption method(s) available for securing data on the device.



		Click here to enter text.

		B. Please provide the documentation for how to configure 128-bit AES encryption on the device.



		Click here to enter text.

		[bookmark: _Toc516673394][bookmark: _Toc7960816]5.16 Tamper Resistance



		A. What type of audit log event is recorded when the device detects the case has been opened?



		Click here to enter text.

		B. Please provide an example of an audit log event when the case has been opened.



		Click here to enter text.

		[bookmark: _Toc516673395][bookmark: _Toc7960817]5.17 Design-In Features



		A. Please provide the documentation describing the fail secure mechanism for this device. 



		Click here to enter text.

		B. Please provide the documentation describing the essential network communication settings for this device (e.g. minimum allowed ports and protocols to operate). 



		Click here to enter text.

		C. Please provide the documentation describing the separation and segmentation mechanisms for isolation of critical from non-critical functions. 



		Click here to enter text.
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		Description
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		1.0

		Initial release draft 1



		May, 2019

		1.1

		Revised for conciseness, added 4 question survey at the front to determine applicability
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